Installation and Initial Configuration Guide

3.7 9/4/2007

Contents

¢ |Installation of the operating system and server software € € € é é é

Preliminary Stepsé é ¢ ¢ ¢ é é éééeeeéeé
Getting the ISO, Licenses and Documents:

s 7

D
(0]
(0]
(0]
(0]
(0]
(0]
(0]
(0]
(0]
D

30dayfreetriale ¢ é 6 é éeeééeééée

é
Paidlicensesé ¢ ¢ ¢ ¢ ¢ éééééeéeéeé

s 7

e LoggingintotheInterfaceé é é é é e ééeééeéééeééeéeéeéeé.

e Uploading licensesé é é € é

e BasicSetupé é e eeééééééecee

s 7

N

(D~

eee

J e

o
[N
[N

o
[N
[N

o
[N
[N

o
[N
[N

o
[N
[N

Go therh

Go there
Go there

Go there
Go there

Go there

Go thery

Preliminary steps:

Arrange to have your MX records pointed to your Netcleanse Server IP address.

Ensure that your computer meets the following requirements

Netcleanse reserves the right to limit support to those customers whose hardware meets or

exceeds the minimum requirements as listed below.

Minimum Intel P4 3.x GHz bAMD equivalent Processor

Minimum 1 Gigabyte RAM

Minimum 120 Gigabyte Hard Drive (Required for message archive storage)
Keyboard, Monitor, and CDROM Drive required for server installation
CDRW required to create installation CD from ISO image Ports:

Netdeanse 3 supports most SATA and RAID drives as well as mesbard and plugn
NIC's. Given the large number we cannot support 100% of all NIC's availsie.
continue to experience issues with older Broadcom NIC"S as well.

We strongly discourage these of an entrevel desktop computeMVe recommend an
upgraded desktop or a 1U entry level rack server.

c. Ensure that the following ports are open if your Netcleanse box is behind a

firewall.

For Inbound:

u

[ et et BN et eI e

i
i

port 25 for mail.

22 for SSH Remote Access

33333 for HTTPS Remote Access

28233 for Back-ups and updates

Port 32005 is used for clustering.

The Virus scanners use ports 3310 and 9999 (this is for local host applications, so they
don't need to be open on the firewall)

RPC uses 33323, (doesn't need to be open on the firewall).

NTP uses 123.

When filtering outbound mail:

i
i

All ports > 1024
Port 53 UDP DNS

U Port25TCP SMTP



You are using the 30 day Free
Evaluation:

Go to: http://licenses.netcleanse.com

Cick

Complete the registration form and click:

FEGISTER

You will then see your License Certificate.

There are three links:

-fDownload PEM Files (Licenses)

-fDownload Ne t ¢ | e a n Netcledn& Gaftwdre
and Operating system- image file)

-fDownload Netcleanse Documentationo

Download the License/.pem files to a location on
your network; you will be able to browse to from the
Web Interface.

Download the Netcleanse image file to the same
location.

Burn the ISO image onto a CD with your burning
software.

Download the documentation: Installation Guide,
Configuration Guide, Using the Web Interface
Manual.

You are now ready for your installation

Netcleanse Licensing

Welcome to Netcleanse Licensing. This system will help you ta obtain a pair of
licenses to install on your Netcleanse systerm.

If you have paid for Netcleanse you need to obtain your validation Key from your

distributor to sbtain your licenses here

Free Trisls are limited to one per email-domain and last for thirty days.

Netcleanse Licensing

¢ NETGLEANSE
>

Please complete the details on this form. These details will be embedded into your
license and are potentially available to anyone accessing your Netcleanse server,

Company: Ws hata Spam Inc START OVER:
First
Name: John
Last
Name: Dee
E-Mail: johnd@wehatespammers com
E-Mail johnd@wehatespammers. com
Confirm:
secondary
Secandary jonmd@wehatsspammers? com
Phone:  [EE-555-1212
Number O f1000
Users:
Address: 1212 nyhers
City: Your City
Country: | USA =
State: Ohio v
zip/Postal
Zin/p 44212
[ REGISTER

Netcleanse Licensing

" NETCLEANSE
.

Thank you for evaluating Netcleanse! Please print this page for your records,

NETCLEANSE License Certificate

SKU NC-3.0-FT

Support Exp. 2006-12-15

UpgradePro Exp. 2006-12-15

Number Of Users 100000

Company: We hate Spam Inc.

Contact: John Doe

E-Mail: johnd@wehatespammers.com
Sec. E-Mail: johnd@wehatespammers2.corm
Phone: EE5-5E5-1212

Address: 1212 anywhereg

Gity: Your City

Country: us

State: OH

Postal: 44212

vou have successfully obtained licenses for Netcleanse. Download all three

files. The Documentation explains how to install Netcleanse,

Download PEM Files (netcleanse.zip)
Download Netcleanse IS0 {netcleanse.iso)
Download Netcleanse Documentation (netcleanse_docs, zip)

Go there



http://licenses.netcleanse.com/

You have a Paid License

Go to http://licenses.netcleanse.com Netcleanse Licensing m
wWelcome to Netcleanse Licensing. This system will help you to obtain a pair of
licenses to install on your Netcleanse system.

If you have paid for Netcleanse you need to obtain your Validation Key from your

H . . . distributor to ohtain your licenses here.
Click: Paid License

Free Trials are limited to one per email-domain and last for thirty days.

Paid License ] [ Free Trial

Netcleanse Licensing m

Please enter your Yalidation Key. If you do not have a Validation Key for your Paid
License please contact your distributor,

validation Key:

Netcleanse Licensing m
Enter your Validation Key

Please enter your Yalidation Key. If you do not have a Validation Key for your Paid

. License please contact your distributor,
Click: | WALIDATE

Validation Key: E4EADCTE|

WALIDATE

Netcleanse Licensing m

Please complete the details on this form. These details will be embedded into your
license and are potentially available to anyone accessing your Netcleanse server.

Company: e hate Spaminc. START OVER
First
Name: John

. . Last Dioe

Complete the registration form Name:
E-Mail: johnd@wehatespammers.com
E-Mail A
Confirm: johnd@wehatespammers.com
and C||Ck g?:q';ri]l'flaw johnd@wehatespammers2.com

Phone: BEE-BRE-1212

REGISTER E‘S‘;’;S‘“ of (150000

Address: 1212 Amywhere

City: “rour City

Country: USA V:
State: COhio V
Zip/Postal

Gode: 44212

Reseller Metcleanse

Name:

REGISTER


http://licenses.netcleanse.com/

You will then see your License Certificate.
Netcleanse Licensing

There are three links:
-Download License (pem) Files Congratulations on your purchase of Netcleanse! Please print this page for your

(netcleanse.zip) records.
-Download Setup-CD Image File
(netcleanse.iso)
-Download NetCleanse Documentation NETCLEANSE License Certificate
(netcleanse_docs.zip)o validation Key E4EADCTE
SKU MC-3.0
Download the License/.pem files to a comware Timeout bate 2007223
location on your network; you will be able Uparadepro Exp. 0071291
to browse to from the Web Interface. Licensed Users 999
Download the Netcleanse image file to the Company: e hate Spam Inc.
same location. E-Mail: johnd@wehatespammers.com
Sec. E-Mail: johnd@wehatespammers2.com
Burn the ISO image onto a CD with your Phone: S86-58s-1212
burning SOftW&re. Address: 1212 anywhere
City: Your City
Download the documentation: Installation Country: Ve
Guide, Configuration Guide, Using the o .

Web Interface Manual

You have successfully obtained licenses for Metcleanse, Download all three
files. The Documentation explains how to install Gwavix,

Download License (. pem) Files {netcleanse.zip)
Download Setup-CD Image File {neftcleanse.iso)
Download Metcleanse Documentation (netcleanse _docs.zip)

You are now ready for your Installation

Go there



Installation of the server software:
1. Insert the CD into the CD-Rom drive of the machine you intend to install Netcleanse on.

2. Reboot the machine (make sure you set the BIOS to boot from the CD).

3. You will be at an install screen.

4. Read the EULA and press
enter.

5.Typein fi a ¢ ®e Hctept the
EULA, and press enter to continue

6. Type fagreeoto have your hard
drive formatted and press enter to
continue.

7. You will now see the files being copied. _



8. Select your IP method (should be static for
most users), and press enter.

9. Enter in your IP information, then press tab,
and then press enter on OK.

A new window will come up, double check your
IP info and press enter.

10. Scroll down to your continent, press the space
bar to select the continent and then press enter. A
new window will pop up; ensure that the continent
is correct and press enter.

11. Scroll down to your country, press the space bar to select the country and then
press enter. A new window will pop up; ensure that the country is correct and
press enter.

12. Scroll down to your time zone, press the space bar to select the country and then
press enter. A new window will pop up; ensure that the time zone is correct and

press enter.



13. Correct your date if necessary and press enter.

14. Correct your time if necessary and press enter (you will use tab and arrows to
correct it). It is important that you have the correct time, please take care with this setting.

15. You will now see the Virus Scanners, Database, and boot loader installed.
After that you will see an installation complete message. Please write down
the link that is provided in this window. Then press enter to reboot. After
you see it starting up, please remove the cd from the drive.




16. After the system boots you should see messages on the screen such as

these. The system is downloading the virus definitions. This will take 5-10

minutes, depending on your Internet connection. (Sometimes the server may hang at
Aremountingo. I f this occurs do another rebo

rying to update from “ftp:- - dounloads1l.kaspersky-labs.com’
opying update description file

Downloading remote file master.=xml
hecking update description file integrity

Par=zing update description file

Downloading remote file =zoft.xml

Downloading remote file kawvset.=xml

Down loading file soft.xml
Down loading file kawvset.xml
Down loading file updcfg.xml
Down loading file avcmhkt.d11
Down loading file avp.klb
Down loading file avp.set
Down loading file avp.vnd
Down loading file avp_ext.set
Down loading file avp_x.set
Down loading file baseBHl.avc
Down loading file baseBBZ.avc
Down loading file baseBH3.avc
Down loading file baseBB1.avc
Down loading file baseBHB5.avc
Down loading file baseBHb6.avc
Down loading file baseBB7?.avc

Metcleanse 3.0.1

INIT: Creating regex cache

INIT: Configuration: Loaded.

INIT: Loading sockets

INIT: WMETCLEANSE 2.0.1 initializing, option path (/netcleanse/config/}). ..

INIT: Loading triplet data

[NIT: Loading classifier tokens .

[NIT: Loading Spamfissassin Ruleset from /netcleanse/ antispamrsrules,. ..
ETCLEAMNS [NIT: Loading timer...
ETCLEAMNS [NIT: Loading random number generator
ETCLEAMNS [NIT: Validating license .

[NIT: Licemse at: /netcleanse/netcleanse.pem not found. Generating temporary ce
tificate for sS5L.

INIT: Certificate succesfully generated.

Licensze: Certificate werification error: unable to get local issuer cert

License verfication failed: 8

License: Unable to validate X589 Certificate.
INIT: RPC: Bound to (All Interfaces):333Z3.

INIT: S0AF-RFC: Active.

INIT: Loading mail platform handlers

INIT: Invalid license. Mail handlers are stopped.
NETCLEANSE Initialized

18. The server has now completed its installation.

Now it is time to log into the web interface, install licenses and set

configuration.
Go there



Logging in to the Web Interface
1. You will need to log into the administration interface to complete your installation. To do this
you will need to enter the address you recorded in step 15, into your web browser.

(We recommend you use Firefox with the interface, you may download Firefox at
www.getfirefox.com)

|| hetpe f10.1,1171: 3333 index. gt

2. You should now get a window asking you to accept the security certificate. Click OK.

Website Certified by an Unknown Authority

Unable ko werify the identity of cname as a trusted site.

£ = Possible reasons For this error;
- ¥our browser does not recognize the Certificate Authority that issued the site's certificate.,
- The site's certificate is incomplete due to a server misconfiguration,
- %ou are connected to a site pretending to be cname, possibly to obtain your confidential
information.

Flease notify the site's webmaster about this problem.

Eefore accepting this certificate, you should examine this site's certificate carefully, Are yvou
willing ko ko accept this certificate For the purpose of identifying the \Web site cname?

[ Examine Certificate. ..

(3 Accept this certificate permanently
(%1 Accept this certificate temporarily For this session

() Do nok accept this certificate and do not connect to this Web site

(o] 4 | [ Cancel

3. If you receive a Domain Name Mismatch error, click OK

Security Error: Domain Name Mismatch

You have attempted to establish a connection with "10,1,1.171",
Howewer, the security certificate presented belongs to "cname”. It
iz possible, though unlikely, that someone may be krving to
inkercept your communication with this web site,

If wou suspect the certificate shown does not belong to
"10,1.1,171", please cancel the connection and notify the site
adrninistrator,

o (Coom ]

4. You will now be directed to the Administration Interface login. The username by default is

admin,andt he def ault passwomd oigs n@passwor do. Clic
%Authenticate
User|admin|
Password
Laogin

NetCleanse



5. You will now get a license error because you need to upload your licenses.
We will do that in just a moment. Simply click Continue for now.

Invalid License

& walid license pair must be uploaded
befare mail handling is enabled. Click
'Server' then 'License' to upload.
Contact your local distributor for
valid licenses or visit the following
LEL.

https://get.netcleanse.com

6. Please take a few moments to familiarize yourself with the interface, and then move on to the
next section.

Upload Licenses

™ T i
—,_;;| Archive d Statistics S'E-A"ié Configuration &I Profiles % Server

Console Log 7.Gotothe6 Serverd / License Tab
Updates

MNetwork Tools
System Information

SMTP Queue Totals

8. Click browse and select your server license file (netcleanseweb.pem).

k Details of your license,
e
J Server |

License registered to
aAddress
GContact Email

License Issued On

License Expires On

Upload License Browse Upload License
=
J Web Server |

License registered to

Address
GContact Email
License Issued On

License Expires On

Upload License Browse Upload License

9.Clickii ploadl i censeo



10. If the upload is successful your screen will look similar to the following:

k Details of your license. Current server date:

License registered to Netcleanse Technologies
Address QC, CA
Gontact Email chrism@netcleanse.com

License Issued On 30 Apr 2007, 03:12:24 PM GMT
License Expires On 01 May 2010, 03:59:59 AM GMT

Upload License Browse Upload License
73- Web Server |

License registered to

Address

GContact Email
License Issued On

License Expires On

Upload License Browse Upload License

11. Repeat steps 7 to 9 for the Web Server license (netcleanseweb.pem).
------------ The Mail handlers are now started----------------

Now you can go to the Configuration Manual for simple instructions to configure Netcleanse the
way you need it to filter mail for your end users.

For Basic set up instructions, read below or go to the Configuring Netcleanse manual.
Go there

Vv



Initial Setup

This page contains the minimum configuration that Netcleanse requires in order to run

correctly.

Go to the Configuration tab | 6Generalo

Click the ExpandAll | pytton

i

~ N _3 Spam Settings
Underi Spam s et P gs1
set the Identification ‘ Sparm Identification Threshold 4 5.0 b
threshold Insert X-Spam Result Headers on |,
Spam

Insert X-Spam Result Headers an

(the higher the threshold Ham v

the easier it is for spam
to flow unblocked and

Block Spam Messages

Archive Spam Messages o

unidentified)

Sensitivity: Tough: 3.5, A bit easier 4.0, Easier but will identify a lot of spam: 4.5
Enable Spam and Ham (good email) Header Tagging

Enable Archive Spam Messages

3- Archive Reports |

Do Not enable Archive Reports |Enab|e archive Reports

Enter your Archive release address:

| Release Address release.netcleanse. con

There are two areas that are very
important to understand when configuring mail to release from the archive.
The first area is the Release Address.
When you click the release button in your archive report, it is supposed to
send a message to the Netcleanse server telling it to release that mail
from the archive. If you have an incorrect address for the Release
Address, then that message will not go to the Netcleanse server.
The default address when you first install Netcleanse is the loopback
address (127.0.0.1).

This should be changed right now.
There are two acceptable entries you can put in the Release Address
field. You can put in the IP address of your Netcleanse server or the
hostname of your Netcleanse server (example: Netcleanse.domain.com).
If you are using an internal IP address and you use that address in the
Release Address field, then only users inside your network will be able to
release mail.
If you want users to be able to release mail from outside your network,
then you need to use either an IP address that is resolvable to the outside
world, or use the hostname for your Netcleanse server.
The second area of consideration is your firewall. When the command to
release mail is sent to the Netcleanse server, your browser is connecting
to port 33333 on your Netcleanse server. If that is blocked by the firewall,
then the command will not get through.



Addendum: If none of these solutions work, please check the date on the
archived message and compare it to when you have messages purged
from the archive. If the message is older than that time frame, it has been
deleted and can no longer be released.

Goton SMTP Set ti ng s/dswpsettings]

U Enter your Netcleanse Server
Hostname (ie:
Netcleanse.domain.com) This

‘ Server Hostname nail.netcleanse. con

‘ Internal Mail Server Managerment

Internal Mail Server 1P

must be attached to your DNS

records.
192.168.100.14 &

i Click the 5%# button
U Enter the IP of the internal

email server that mail will flow

to from your Netcleanse

Server
U Click the Apply button el smTP settings |

|Server Hosthame mail.netcleanse. com

| Internal Mail Server Managerment

) Accepted Domains
Internal Mail Server [P dh

19%Z.168.100.14

192.165.100.14 “

U Highlight the IP you just
entered

. . Appl
A new field will open called PR —
iAccepted Domai n:i
. . J SMTP Setti
i Click the &2 button ettings|
| Server Hosthame nail.netcleanse. comw

U Add the domain(s) that will be | Internal Mail Server Managerment

serviced by this email server. accepted Domains

netcleanse.con

Internal Mail Server IP
192.168.100.14

i Clickthe PR | putton TORTTRTIRT

netcleanse. con

x

U (repeat these last 3 steps if
there is more than one domain
being serviced by this internal
email server)

) Apply Apply
U Repeat the above 6 steps to Success
add additional internal email \

servers.

When you have completed your changes to this page, remember to click on

APRlY | at the bottom left of the screen. The changes take place in real
time.




You are now filtering mail. Next we have to tweak the settings. This will take
about 5 more minutes.

' ) z
’-’J Archive ﬂ Statistics -}‘é Configuration
Q
| e

Go to Configuration Tab | ASpamo Apply | Expand Al

General

[:Spam_l

i smp-Level Anti-spam |
Go to SMTP-Level Anti-Spam Refuse Connections Fram =
RBL-Listed IPs
Enable Greylisting v
i Click the button at the top of the page. Enable Anti-Dictionary Defense
Sender Records Persist Through 7
Restarts
Sender Record Purge
Sender Record Key Composition
Sender Record Whitelist
A
.. . . Refuse Connections Fram r
0 Click ARefuse Co RBL-Listed IPs
RBL-Li st ed | P6s 0O Drop Threshold 4/ o.o0s8 [
U Set fADrop Threshol do
(Strong: 25, Medium: .50, Some effect: .75)
Ifyouhavealotofsender 6s who may hit Real Time Bl ack
.. . ~ Enable Graylisting ]
iU Click AEnabl e Gr | Y — T S
i Setfi Bl o c k at &0 sacends pekc Time =seanes
U Click ALi mit Gr e y Accept Window (Seconds) 4 G5400
. . Limit Greylisting to Known
Dial-UP IPs (Dynamlc |PS) Dial-Up IPs (Dynamic IPs) e
i Click AREMDalclt e oAmtr Enable Anti-Dictionary Defense v
Black Time (Secands) 4 3600 3
Unknown RCPT Threshald 4 5 »
U Click iSenaddrc . Be |senderRecords Persist Through =
Restarts

Refer to the Web Interface Manual for a detailed explanation of how to utilize these
features as well as utilizing the Sender Keys and Sender Record
Whitelist features

_3- Heuristics |

‘ Enahle Anti-Spam Heuristics ]

‘ lUse Optical Character Recognition [

GotoiHeur i sti cso ‘USE Score Averaging v

‘ Supplementary Rulesets

‘ Use Remote Rulesets

‘ Enable Network Tests v

Li



Enable Use Optical Character Recognition

| Lse Optical Character Recognition [

" . | Use Score Averaging W
Go tO fiUse S E ore Averagin Apply Averaging Modifiers v
0 CheckiUse Score Av o -
. . Positive Modifier 0. 500
U Click the button Negative Modifier 1.100
U Check Mpply Averaging :
Modifierso
Supplementary Rulesets
GotoASuppl ement ary Rul es FVGT Rulesets
U Click the button Extended Rulesets
0 Check ASARE Rul eset ¢ SARE Rulgsats e
U Set i SARE Rul eset L e S&RE Ruleset Level 4 1
u Checlf nUse_ 'SARE Booc¢ Use SARE Boost >
0 Set 0 BdoRHultiplicatonFact or

SARE Boost Multiplication Factor 1. 750

(Strong: 3.0 Medium: 2.5, Some effect:1.75)

GotoiEnabl e Network Tes \Enab'eNetWDrkTBStS v
U Check fHAEnabl e Net we Enable RBL Tests v
U Click the 57 button lUze SURBL Boost =
U Check AEnabl e RBL -~ SURBL Boost Multiplication 5500
- ~ Fact .
i Check fAUse SURBL B« Uageje_wm .
U Set AfSURBL Boost M
Factor o FBEL Boost Multiplication Factor (2. 500
(Strong: 3.0 Medium: 2.5, Some effect: 2.0)
0 Check fiUse RBL Boost 0
iU Set ARBL Boost Multiplication Factoro
(Strong: 3.0 Medium: 2.5, Some effect: 2.0)
_a Actions for Spam Identified Messages |—
| Insert X-Spam Result Headers ]
GotoiActi ons for Spam | de | attach spam Resuit File S
Rewrite Message Subject
Archive Spam Messages |
Block Spam Messages v
| Redirect Spam Messages
.
U Enable AAttach Spam Res | Atkach Spam Result File

This file will be attached to all messages identified as spam and will show all
scoring results and affected rules.

U Enabl e
The subject line of SPAM identified messages

AfRewrite

Messag

| Rewrite Message Subject ¥

Subject Rewrite Rule

will be written to include the original subject as well as the score and 1D
threshold.

U Ensur e

t hat Bl ock

Spam M

‘ Block Spam Messages

Th¥ [(3-P-R-M #*5cH/FTr#)

na



Gotoin Advanced Textual ﬁaduanced Textual Classifier |
U Click AENnabl eo \Ename r
0 Click the = button
0 Click AUnattende

Teachin g o) ‘Enable Injection v

U Click AEnabl e InJCbLIUIIU

Unattended Teaching

(.4 vihite & Black Lists

o

GotoAWhi tBel a&& k Li st s

white List Sender iloveyoulgooddonain. co s | ghiadd)
xl:lil'nc-vi]
hpleda)
. . ~ sulimport) N
U Enter any White or Black Ilist fAfrom sendwh SO
entries you have >
Black List Sender yousrebadnewsfapan. com A | ghlsdd)
Hiremiove)
pleda)
o Slimpart)
v [export]
) . . N White List Recipient i salesdepartaentiyourds A | galsdd)
U Enter any White List @fAtio recipiento ent ry-.-es
you have -'r:-d ?Jm
L impart]

i Click PPl | at the bottom of the page

Click: Address Lists also Check Egsgﬁé ELiStS Also Check
Envelope and . .
Implied RDNS Check- White List IL?;Q"EU' RDNS Check -white 5

Implied RMDS Check - Black List

When you have completed your changes to this page, remember to click on
ARl | at the bottom left of the screen. The changes take place in real time




If you will be filtering OUTBOUND mail through your Netcleanse Server:

Go to AAdvanced Textual Classifiero
0 Click AEnable I njectiono
U Click the = button
iU CheckihOnly Accept Trustedo
0O Create a ASpam and Ham
Addr esso

i Click PP | at the bottom of the
page

i Click PP | at the bottom of the
page

Refer to the Web Interface Manual for detailed instructions and explanations regarding
the use of the Injection feature.

Go to Configuration Tab |
fiFilterso if you will be
utilizing attachment blocking
or content filtering

Click PP | on the bottom of the page to save any changes you make.

Go to Configuration Tab |
AiSignatureso if you will be
applying inbound and/or
outbound html/text signatures
to mail passing through the
Netcleanse Server.

Click _ PPl | on the bottom of the page to save any changes you make.




