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Preliminary steps: 
 

a. Arrange to have your MX records pointed to your Netcleanse Server IP address. 
 

b. Ensure that your computer meets the following requirements 

Netcleanse reserves the right to limit support to those customers whose hardware meets or 
exceeds the minimum requirements as listed below. 

 Minimum Intel P4 3.x GHz or AMD equivalent Processor 

 Minimum 1 Gigabyte RAM  

 Minimum 120 Gigabyte Hard Drive (Required for message archive storage) 

 Keyboard, Monitor, and CDROM Drive required for server installation 

 CDRW required to create installation CD from ISO image Ports: 

Netcleanse 3 supports most SATA and RAID drives as well as most on-board and plug-in 

NIC's.  Given the large number we cannot support 100% of all NIC's available.  We 

continue to experience issues with older Broadcom NIC"S as well.  

We strongly discourage the use of an entry-level desktop computer.  We recommend an 

upgraded desktop or a 1U entry level rack server.  

 
c. Ensure that the following ports are open if your Netcleanse box is behind a 
firewall. 
 

For Inbound:  
ü port 25 for mail. 
ü 22 for SSH Remote Access  
ü 33333 for HTTPS Remote Access  
ü 28233 for Back-ups and updates 
ü Port 32005 is used for clustering.   
ü The Virus scanners use ports 3310 and 9999 (this is for local host applications, so they 

don't need to be open on the firewall)   
ü RPC uses 33323, (doesn't need to be open on the firewall). 
ü NTP uses 123.  

 
When filtering outbound mail:  
ü All ports > 1024  
ü Port 53 UDP DNS  

ü Port 25 TCP SMTP 
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You are using the 30 day Free 
Evaluation: 

 
Go to: http://licenses.netcleanse.com 

Click:  
 
 
 
 
 
 
 
 
 

Complete the registration form and click: 

 
 
 

 
 
 
 
 
 
 
 
 
 
You will then see your License Certificate. 
There are three links: 
-ñDownload PEM Files (Licenses)  
-ñDownload Netcleanse ISOò (Netcleanse Software 
and Operating system- image file) 
-ñDownload Netcleanse Documentationò 
 
Download the License/.pem files to a location on 
your network; you will be able to browse to from the 
Web Interface. 
 
Download the Netcleanse image file to the same 
location. 
 
Burn the ISO image onto a CD with your burning 
software. 
 
Download the documentation: Installation Guide, 
Configuration Guide, Using the Web Interface 
Manual. 

 
 
 
 

You are now ready for your installation      Go there 
 
 

http://licenses.netcleanse.com/


You have a Paid License 
 

 
Go to http://licenses.netcleanse.com 

 
 
 

Click:  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Enter your Validation Key 
 

Click:  

 
 

 
 
 
 

 
 
 
 

Complete the registration form 
 
 

and click: 
 
 
 
 
 
 

 
 
 
 
 
 
 

http://licenses.netcleanse.com/


 
You will then see your License Certificate. 
 
There are three links: 
-Download License (.pem) Files 
(netcleanse.zip) 
-Download Setup-CD Image File 
(netcleanse.iso) 
-Download NetCleanse Documentation 
(netcleanse_docs.zip)ò 
 
Download the License/.pem files to a 
location on your network; you will be able 
to browse to from the Web Interface. 
 
Download the Netcleanse image file to the 
same location. 
 
Burn the ISO image onto a CD with your 
burning software. 
 
Download the documentation: Installation 
Guide, Configuration Guide, Using the 
Web Interface Manual 

 
 
 
 
 
 
 
 

 
You are now ready for your Installation 

Go there 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Installation of the server software: 
 
1. Insert the CD into the CD-Rom drive of the machine you intend to install Netcleanse on. 
 
2. Reboot the machine (make sure you set the BIOS to boot from the CD). 
 
 
 
3. You will be at an install screen. 
 

 
 
 
 
 
 
 
4. Read the EULA and press 
enter. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
5. Type in ñacceptò to accept the 
EULA, and press enter to continue. 
 

 
 
6. Type ñagreeò to have your hard 
drive formatted and press enter to 
continue. 
 

 
 
 
 
 
 
 
7. You will now see the files being copied. 
 

 
 
 



 
 
 
8. Select your IP method (should be static for 
most users), and press enter. 
 

 
 
9. Enter in your IP information, then press tab, 
and then press enter on OK. 
A new window will come up, double check your 
IP info and press enter. 
 

 
 
 
 
 
 
10. Scroll down to your continent, press the space 
bar to select the continent and then press enter. A 
new window will pop up; ensure that the continent 
is correct and press enter. 
 

 
 
 
11. Scroll down to your country, press the space bar to select the country and then 
press enter. A new window will pop up; ensure that the country is correct and 
press enter. 
 

 
 
 
 
 
 
 
 
 
 
 

 
12. Scroll down to your time zone, press the space bar to select the country and then 
press enter. A new window will pop up; ensure that the time zone is correct and 
press enter. 
 
 
 
 
 
 
 
 
 
 



 
13. Correct your date if necessary and press enter. 
 

 
 

 
 
 
 
 
 
 
 
 
 

 
14. Correct your time if necessary and press enter (you will use tab and arrows to 
correct it). It is important that you have the correct time, please take care with this setting. 
 

 
 
15. You will now see the Virus Scanners, Database, and boot loader installed. 
After that you will see an installation complete message. Please write down 
the link that is provided in this window. Then press enter to reboot. After 
you see it starting up, please remove the cd from the drive. 
 

 
 
 
 
 
 
 
 
 
 

 
 
 
 
 
 
 
 
 
 
 



 
 
16. After the system boots you should see messages on the screen such as 
these. The system is downloading the virus definitions. This will take 5-10 
minutes, depending on your Internet connection. (Sometimes the server may hang at 
ñremountingò.  If this occurs do another reboot) 
 

 
 
17. After the download has finished you will see the following on the screen. 
 

 
 
18. The server has now completed its installation. 
 

 
Now it is time to log into the web interface, install licenses and set 
configuration. 

Go there 

 
 
 
 
 
 
 

 



Logging in to the Web Interface 
 
1. You will need to log into the administration interface to complete your installation. To do this 
you will need to enter the address you recorded in step 15, into your web browser.  
(We recommend you use Firefox with the interface, you may download Firefox at 
www.getfirefox.com) 
 

 
 
2. You should now get a window asking you to accept the security certificate. Click OK. 
 

 
 
 
3. If you receive a Domain Name Mismatch error, click OK 
 

 
 
4. You will now be directed to the Administration Interface login. The username by default is 
admin, and the default password is ópasswordô. Click ñLoginò. 
 

 
 
 
 
 

 
 
 
 

 



5. You will now get a license error because you need to upload your licenses. 
We will do that in just a moment. Simply click Continue for now. 

 
6. Please take a few moments to familiarize yourself with the interface, and then move on to the 
next section. 
 

Upload Licenses 
 
 
 
 
                                         
   
                                           7. Go to the óServerô / License Tab 
 
 
 
 
 
 
8. Click browse and select your server license file (netcleanseweb.pem). 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
9. Click ñUpload licenseò. 
 
 
 



 
 
 
10. If the upload is successful your screen will look similar to the following: 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
11. Repeat steps 7 to 9 for the Web Server license (netcleanseweb.pem). 
------------The Mail handlers are now started---------------- 
 
 
 
 
Now you can go to the Configuration Manual for simple instructions to configure Netcleanse the 
way you need it to filter mail for your end users. 
 
 
 
 
 
 
 

For Basic set up instructions, read below or go to the Configuring Netcleanse manual. 
Go there 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 

 



Initial Setup               

 
This page contains the minimum configuration that Netcleanse requires in order to run 
correctly. 

Go to the Configuration tab | òGeneralò 
 
 

 

Click the button 
 
 
ü Under ñSpam settingsò 

set the Identification 
threshold 

 
(the higher the threshold 
the easier it is for spam 
to flow unblocked and 
unidentified)  
 

 
 

Sensitivity: Tough: 3.5, A bit easier 4.0, Easier but will identify a lot of spam: 4.5 
 

ü Enable Spam and Ham (good email) Header Tagging 
 
ü Enable Archive Spam Messages 

 
 
ü Do Not enable Archive Reports 

ü Enter your Archive release address:  

There are two areas that are very 
important to understand when configuring mail to release from the archive. 
The first area is the Release Address.  
When you click the release button in your archive report, it is supposed to 
send a message to the Netcleanse server telling it to release that mail 
from the archive. If you have an incorrect address for the Release 
Address, then that message will not go to the Netcleanse server.  
The default address when you first install Netcleanse is the loopback 
address (127.0.0.1).  

This should be changed right now. 
There are two acceptable entries you can put in the Release Address 
field. You can put in the IP address of your Netcleanse server or the 
hostname of your Netcleanse server (example: Netcleanse.domain.com).  
If you are using an internal IP address and you use that address in the 
Release Address field, then only users inside your network will be able to 
release mail.  
If you want users to be able to release mail from outside your network, 
then you need to use either an IP address that is resolvable to the outside 
world, or use the hostname for your Netcleanse server.  
The second area of consideration is your firewall. When the command to 
release mail is sent to the Netcleanse server, your browser is connecting 
to port 33333 on your Netcleanse server. If that is blocked by the firewall, 
then the command will not get through. 



Addendum: If none of these solutions work, please check the date on the 
archived message and compare it to when you have messages purged 
from the archive. If the message is older than that time frame, it has been 
deleted and can no longer be released. 

Go to ñSMTP Settingsò 
ü Enter your Netcleanse Server 

Hostname (ie: 
Netcleanse.domain.com) This 
must be attached to your DNS 
records. 

 

ü Click the    button 
ü Enter the IP of the internal 

email server that mail will flow 
to from your Netcleanse 
Server 

 

ü Click the    button 
 
 
 
 
 
 
 
ü Highlight the IP you just 

entered 
 
 
 

A new field will open called 
ñAccepted Domainsò 

 

ü Click the    button 
 
ü Add the domain(s) that will be 

serviced by this email server. 
 

ü Click the    button 
 
ü (repeat these last 3 steps if 

there is more than one domain 
being serviced by this internal 
email server) 

 
 
ü Repeat the above  6 steps to 

add additional internal email 
servers. 

 

When you have completed your changes to this page, remember to click on  

 at the bottom left of the screen. The changes take place in real 
time. 

 
 
 
 



You are now filtering mail.  Next we have to tweak the settings. This will take 
about 5 more minutes. 

 
 
 
 
Go to Configuration Tab | ñSpamò 
 
 
 
 
 
 
Go to SMTP-Level Anti-Spam 
 
 
ü Click the  button at the top of the page. 

 
 
 
 
 
 
 
 
ü Click ñRefuse Connections From 

RBL-Listed IPôsò 
ü Set ñDrop Thresholdò  

 
(Strong: 25, Medium: .50, Some effect: .75) 

If you have a lot of senderôs who may hit Real Time Black Lists, do not use this feature. 
 

 
ü Click ñEnable Greylistingò 
ü Set ñBlock Timeò at 60 seconds 
ü Click ñLimit Greylisting to Known 

Dial-UP IPs (Dynamic IPs) 
 

 
 

 
ü Click ñEnable Anti-Dictionaryò 

 
 
 

ü Click ñSender Records etc.ò 
 
 

Refer to the Web Interface Manual for a detailed explanation of how to utilize these 
features as well as utilizing the Sender Keys and Sender Record  
Whitelist features 
 
 
 
 
 
Go to ñHeuristicsò 
 
 
 
 



 
Enable Use Optical Character Recognition 
 
 
Go to ñUse Score Averagingò  
ü Check ñUse Score Averagingò 

ü Click the  button 
ü Check ñApply Averaging 

Modifiersò 
 
 
Go to ñSupplementary Rulesetsò 

ü Click the  button 
ü Check ñSARE Rulesetsò 
ü Set ñSARE Ruleset Levelò to 2 
ü Check ñUse SARE Boostò 
ü Set ñSARE Boost Multiplication Factorò 

 
 

(Strong: 3.0 Medium: 2.5, Some effect:1.75) 
 
Go to ñEnable Network Testsò 
ü Check ñEnable Network Testsò 

ü Click the  button 
ü Check ñEnable RBL Testsò 
ü Check ñUse SURBL Boostò 
ü Set ñSURBL Boost Multiplication 
Factorò 
 

(Strong: 3.0 Medium: 2.5, Some effect: 2.0) 
ü Check ñUse RBL Boostò 
ü Set ñRBL Boost Multiplication Factorò 

(Strong: 3.0 Medium: 2.5, Some effect: 2.0) 
 
 

 
 
Go to ñActions for Spam Identified Messagesò  

 
 
 
 
 
 
 

ü Enable ñAttach Spam Result Fileò  
This file will be attached to all messages identified as spam and will show all 
scoring results and affected rules. 

 
ü Enable ñRewrite Message Subjectò  

The subject line of SPAM identified messages 
will be written to include the original subject as well as the score and ID 
threshold. 
 

ü Ensure that ñBlock Spam Messagesò is not enabled  
 
 
 
 
 



 
Go to ñAdvanced Textual Classifierò 
ü Click ñEnableò 

ü Click the  button 
ü Click ñUnattended Classifier 
Teachingò 

ü Click ñEnable Injectionò 
 

 
 
 
Go to ñWhite & Black Listsò 

 
 

ü Enter any White or Black list ñfrom sendersò  
entries you have 
 
 
 
 
 
 
 
 

ü Enter any White List ñto recipientò entries  
you have 

 
 
 

ü Click  at the bottom of the page 
 

 
 

Go To ñAddress List Optionsò 
 

Click:  Address Lists also Check 
Envelope and  
Implied RDNS Check- White List 

 
 

 
 

 
 

When you have completed your changes to this page, remember to click on  

 at the bottom left of the screen. The changes take place in real time 

 
 
 
 
 
 
 
 
 
 
 
 
 



 
 

If you will be filtering OUTBOUND mail through your Netcleanse Server: 
 
Go to ñAdvanced Textual Classifierò 
ü Click ñEnable Injectionò 

ü Click the  button 
ü Check ñOnly Accept Trustedò 
ü Create a ñSpam and Ham 
Addressò 

ü Click  at the bottom of the 
page 

 

ü Click  at the bottom of the 
page 

 
Refer to the Web Interface Manual for detailed instructions and explanations regarding 
the use of the Injection feature. 
 
 

 
 
 
 
Go to Configuration Tab | 
ñFiltersò if you will be 
utilizing attachment blocking 
or content filtering 

 
 

Click  on the bottom of the page to save any changes you make. 
 
 
 
 

 
 
Go to Configuration Tab | 
ñSignaturesò if you will be 
applying inbound and/or 
outbound html/text signatures 
to mail passing through the 
Netcleanse Server. 

 
 
 
 

 

Click  on the bottom of the page to save any changes you make. 
 
 
 
 
 
 
 
 
 
 


