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Preliminary steps: 
 

a. Arrange to have your MX records pointed to your Netcleanse Server IP address. 
 

b. Ensure that your computer meets the following requirements 

Netcleanse reserves the right to limit support to those customers whose hardware meets or 
exceeds the minimum requirements as listed below. 

 Minimum Intel P4 3.x GHz or AMD equivalent Processor 

 Minimum 1 Gigabyte RAM  

 Minimum 120 Gigabyte Hard Drive (Required for message archive storage) 

 Keyboard, Monitor, and CDROM Drive required for server installation 

 CDRW required to create installation CD from ISO image Ports: 

Netcleanse 3 supports most SATA and RAID drives as well as most on-board and plug-in 

NIC's.  Given the large number we cannot support 100% of all NIC's available.  We 

continue to experience issues with older Broadcom NIC"S as well.  

We strongly discourage the use of an entry-level desktop computer.  We recommend an 

upgraded desktop or a 1U entry level rack server.  

 
c. Ensure that the following ports are open if your Netcleanse box is behind a 
firewall. 
 

For Inbound:  
ü port 25 for mail. 
ü 22 for SSH Remote Access  
ü 33333 for HTTPS Remote Access  
ü 28233 for Back-ups and updates 
ü Port 32005 is used for clustering.   
ü The Virus scanners use ports 3310 and 9999 (this is for local host applications, so they 

don't need to be open on the firewall)   
ü RPC uses 33323, (doesn't need to be open on the firewall). 
ü NTP uses 123.  

 
When filtering outbound mail:  
ü All ports > 1024  
ü Port 53 UDP DNS  

ü Port 25 TCP SMTP 
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You are using the 30 day Free 
Evaluation: 

 
Go to: http://licenses.netcleanse.com 

Click:  
 
 
 
 
 
 
 
 
 

Complete the registration form and click: 

 
 
 

 
 
 
 
 
 
 
 
 
 
You will then see your License Certificate. 
There are three links: 
-ñDownload PEM Files (Licenses)  
-ñDownload Netcleanse ISOò (Netcleanse Software 
and Operating system- image file) 
-ñDownload Netcleanse Documentationò 
 
Download the License/.pem files to a location on 
your network; you will be able to browse to from the 
Web Interface. 
 
Download the Netcleanse image file to the same 
location. 
 
Burn the ISO image onto a CD with your burning 
software. 
 
Download the documentation: Installation Guide, 
Configuration Guide, Using the Web Interface 
Manual. 

 
 
 
 

You are now ready for your installation      Go there 
 
 

http://licenses.netcleanse.com/


You have a Paid License 
 

 
Go to http://licenses.netcleanse.com 

 
 
 

Click:  
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
Enter your Validation Key 
 

Click:  

 
 

 
 
 
 

 
 
 
 

Complete the registration form 
 
 

and click: 
 
 
 
 
 
 

 
 
 
 
 
 
 

http://licenses.netcleanse.com/


 
You will then see your License Certificate. 
 
There are three links: 
-Download License (.pem) Files 
(netcleanse.zip) 
-Download Setup-CD Image File 
(netcleanse.iso) 
-Download NetCleanse Documentation 
(netcleanse_docs.zip)ò 
 
Download the License/.pem files to a 
location on your network; you will be able 
to browse to from the Web Interface. 
 
Download the Netcleanse image file to the 
same location. 
 
Burn the ISO image onto a CD with your 
burning software. 
 
Download the documentation: Installation 
Guide, Configuration Guide, Using the 
Web Interface Manual 

 
 
 
 
 
 
 
 

 
You are now ready for your Installation 

Go there 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



Installation of the server software: 
 
1. Insert the CD into the CD-Rom drive of the machine you intend to install Netcleanse on. 
 
2. Reboot the machine (make sure you set the BIOS to boot from the CD). 
 
 
 
3. You will be at an install screen. 
 

 
 
 
 
 
 
 
4. Read the EULA and press 
enter. 
 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
5. Type in ñacceptò to accept the 
EULA, and press enter to continue. 
 

 
 
6. Type ñagreeò to have your hard 
drive formatted and press enter to 
continue. 
 

 
 
 
 
 
 
 
7. You will now see the files being copied. 
 

 
 
 


