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Configuring Netcleanse @7

General Information You Need to Know Before You Do Anything Else

What one user considers as spam can be totally different to the next user. Netcleanse has been designed to
accommodate the differing definitions of what people consider to be spam.

Ultimately there is a delicate balance you will have to deal with in your configuration of Netcleanse:
spam flowing through unblocked vs. good mail being blocked and archived.

Finding a good balance is accomplished over the first week or two, following your initial installation, by listening
to your users and tweaking the system.

It is important to note that after your initial installation of Netcleanse, some spam will flow, unblocked,
through the server and some good mail or ham will be blocked and sent to the archive.

It is also important to understand that given the ever changing techniques of spammers that it is
virtually impossible to block all spam messages and have zero good messages blocked at the same
time.

Because of this phenomenon, the absolute goal in any new Netcleanse Installation is to ensure that the end-
user experience is seamless and pleasant. That being said, this configuration manual will address the
immediate configuration of Netcleanse so as to ensure this result.

Here is what you will and will not do:

You will set the Netcleanse config to identify and tag SPAM as well as good mail
You will archive SPAM.
You will not block any mail or deliver an archive report for a few days.
You will advise end-users to forward falsely identified messages to you as attachments.
You will look at the scoring results and tweak the system until your end-users stop sending you these
messages.
(You can set up two live email accounts: should have been spam@yourdomain.com and
should have been good@yourdomain.com

and have users forward the messages as attachments to these accounts)
Remember any mail, which has been blocked and archived, WILL NOT show any scoring results or
header information.

Netcleanse uses two anti-virus engines: Kaspersky and Clam AV. Updates to virus rules and definitions are
delivered and applied automatically as long as you have valid license files.

We highly recommend that you schedule your installation with our support center so that we can have
someone on hand to help you with both your installation and your initial configuration. (click here for info)

More detailed and expanded explanations of the features in Netcleanse can be found in the Web Interface
Manual. Please take a look at this manual briefly before your installation.
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You have installed Netcleanse and applied your license files. Now you are ready to
Configure Netcleanse.

FII’S'[ you will set your Anti-Virus

configuration. 4 _ ] -

Go to AConfigurationo | ) “—JArChNe ﬁ Siattstics ;;g Configuration
Go to AOptionso General

Click fAEWabluse Awmtainni ngo .. / I

Go to fAReplace Attachmer vis G

You can choose to simply remove viral %

attachments or replace them with a customized —

attachment using the HTML template.

NOW you will set your Spam filtering Configuration.

We are going to set basic or moderate filtering levels.
We will be archiving copies of mail messages identified as SPAM or having had a viral
attachment.
We will be tagging all mail identified as SPAM.
We will not be blocking any email in this initial configuration so ALL mail will continue to flow to
your end users.

You have arranged for your end-users to forward those messages(as attachments) incorrectly
identified to 2 email accounts you will have set up:
should have been good@yourdomain.com
And
Should have been spam@yourdomain.com

Once these submissions have diminished you will turn on the blocking function and the delivery
of the Archive Report.

You
You have explained the process to your end-users and have also set expectations correctly for
this process.

( As mentioned above, you will tweak the settings over the next few weeks)

Remember that Netcleanse is always available to assist you before,
during and after the installation and tweaking period. The satisfaction
of your end-users and your ease of use of our product is our utmost
concern.
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Go to the Configuration tab | "’J Archive 1” Statistics =~ ¢ r}“} Configuration

oGeneralo W

Click the Expand All | putton

_3- Spam Settings |

0 Underi Spam s et

set the Identification ‘ Sparmn Identification Threshold 4 5.0 »
threshold Insert X-Spam Result Headers an [
Spam

Insert ¥-Spam Result Headers on

(the higher the threshold Ham —
the easier it is for spam
to flow unblocked and
unidentified)

‘ Block Spam Messages

‘ Archive Spam Messages o

Sensitivity: Tough: 3.5, A bit easier 4.0, Easier but will identify a lot of spam: 4.5
U Enable Spam and Ham (good email) Header Tagging

U Enable Archive Spam Messages

3- Archive Reports |

| Enable archive Reports

U Do Not enable Archive Reports
U Enter your Archive release address:

| Release Address release.netcleanse. con

There are two areas that are very
important to understand when configuring mail to release from the archive. The first area
is the Release Address.

When you click the release button in your archive report, it is supposed to send a
message to the Netcleanse server telling it to release that mail from the archive. If you
have an incorrect address for the Release Address, then that message will not go to the
Netcleanse server.

The default address when you first install Netcleanse is the loopback address
(127.0.0.2).

This should be changed right now.

There are two acceptable entries you can put in the Release Address field. You can put
in the IP address of your Netcleanse server or the hostname of your Netcleanse server
(example: Netcleanse.domain.com).

If you are using an internal IP address and you use that address in the Release Address
field, then only users inside your network will be able to release mail.

If you want users to be able to release mail from outside your network, then you need to
use either an IP address that is resolvable to the outside world, or use the hosthame for
your Netcleanse server.



The second area of consideration is your firewall. When the command to release mail is
sent to the Netcleanse server, your browser is connecting to port 33333 on your
Netcleanse server. If that is blocked by the firewall, then the command will not get
through.

Addendum: If none of these solutions work, please check the date on the archived
message and compare it to when you have messages purged from the archive. If the
message is older than that time frame, it has been deleted and can no longer be
released.

GotoA SMTP Settingso

U Enter your Netcleanse Server
Hostname (ie:
Netcleanse.domain.com) This
must be attached to your DNS
records.

U Click the &7 button

U Enter the IP of the internal
email server that mail will flow
to from your Netcleanse
Server

U Click the button

U Highlight the IP you just
entered

A new field will open called
iAccepted Domainsbo

U Click the 52 button

U0 Add the domain(s) that will be
serviced by this email server.

U Click the button

U (repeat these last 3 steps if
there is more than one domain
being serviced by this internal
email server)

U Repeat the above 6 steps to
add additional internal email
servers.



