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Configuring Netcleanse (3.7) 

 
General Information You Need to Know Before You Do Anything Else 
 
What one user considers as spam can be totally different to the next user.  Netcleanse has been designed to 
accommodate the differing definitions of what people consider to be spam. 
 
Ultimately there is a delicate balance you will have to deal with in your configuration of Netcleanse:  
spam flowing through unblocked vs. good mail being blocked and archived. 
 
 Finding a good balance is accomplished over the first week or two, following your initial installation, by listening 
to your users and tweaking the system.   
 
 
It is important to note that after your initial installation of Netcleanse, some spam will flow, unblocked, 
through the server and some good mail or ham will be blocked and sent to the archive. 
 
It is also important to understand that given the ever changing techniques of spammers that it is 
virtually impossible to block all spam messages and have zero good messages blocked at the same 
time.   

 
Because of this phenomenon, the absolute goal in any new Netcleanse Installation is to ensure that the end-
user experience is seamless and pleasant.  That being said, this configuration manual will address the 
immediate configuration of Netcleanse so as to ensure this result.   
 

Here is what you will and will not do: 
 

 You will set the Netcleanse config to identify and tag SPAM as well as good mail  

 You will archive SPAM.  

 You will not block any mail or deliver an archive report for a few days. 

 You will advise end-users to forward falsely identified messages to you as attachments. 

 You will look at the scoring results and tweak the system until your end-users stop sending you these 
messages.  

(You can set up two live email accounts:  should_have_been_spam@yourdomain.com and 
       should_have_been_good@yourdomain.com 
                           and have users forward the messages as attachments to these accounts) 

Remember any mail, which has been blocked and archived, WILL NOT show any scoring results or 
header information. 

 
 
Netcleanse uses two anti-virus engines: Kaspersky and Clam AV.  Updates to virus rules and definitions are 
delivered and applied automatically as long as you have valid license files. 
 
We highly recommend that you schedule your installation with our support center so that we can have 
someone on hand to help you with both your installation and your initial configuration. (click here for info)   
 
More detailed and expanded explanations of the features in Netcleanse can be found in the Web Interface 
Manual.  Please take a look at this manual briefly before your installation. 
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You have installed Netcleanse and applied your license files.  Now you are ready to 

Configure Netcleanse.                                                    
 
 

First you will set your Anti-Virus 

configuration. 

 Go to ñConfigurationò | Virus 

 Go to ñOptionsò 
Click ñEnable Anti-Virus Scanningò 

 Go to ñReplace Attachmentsò 
You can choose to simply remove viral 
attachments or replace them with a customized 
attachment using the HTML template. 

 
 
 

 
Now you will set your Spam filtering Configuration. 

  
 

We are going to set basic or moderate filtering levels. 
We will be archiving copies of mail messages identified as SPAM or having had a viral 

attachment. 
We will be tagging all mail identified as SPAM. 

We will not be blocking any email in this initial configuration so ALL mail will continue to flow to 
your end users. 

 
You have arranged for your end-users to forward those messages(as attachments) incorrectly 

identified to 2 email accounts you will have set up: 
should_have_been_good@yourdomain.com 

And 
Should_have_been_spam@yourdomain.com 

 
Once these submissions have diminished you will turn on the blocking function and the delivery 

of the Archive Report. 
 

You  
You have explained the process to your end-users and have also set expectations correctly for 

this process. 
 

( As mentioned above, you will tweak the settings over the next few weeks) 
 
 

Remember that Netcleanse is always available to assist you before, 
during and after the installation and tweaking period.  The satisfaction 
of your end-users and your ease of use of our product is our utmost 

concern. 
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Go to the Configuration tab | 
òGeneralò 
 
 
 

 
Click the button 

 
 
ü Under ñSpam settingsò 

set the Identification 
threshold 

 
(the higher the threshold 
the easier it is for spam 
to flow unblocked and 
unidentified)  
 

 
 

Sensitivity: Tough: 3.5, A bit easier 4.0, Easier but will identify a lot of spam: 4.5 
 

ü Enable Spam and Ham (good email) Header Tagging 
 
ü Enable Archive Spam Messages 

 
 
ü Do Not enable Archive Reports 
ü Enter your Archive release address:  

There are two areas that are very 

important to understand when configuring mail to release from the archive. The first area 

is the Release Address.  

When you click the release button in your archive report, it is supposed to send a 

message to the Netcleanse server telling it to release that mail from the archive. If you 

have an incorrect address for the Release Address, then that message will not go to the 

Netcleanse server.  

The default address when you first install Netcleanse is the loopback address 

(127.0.0.1).  

This should be changed right now. 

There are two acceptable entries you can put in the Release Address field. You can put 

in the IP address of your Netcleanse server or the hostname of your Netcleanse server 

(example: Netcleanse.domain.com).  

If you are using an internal IP address and you use that address in the Release Address 

field, then only users inside your network will be able to release mail.  

If you want users to be able to release mail from outside your network, then you need to 

use either an IP address that is resolvable to the outside world, or use the hostname for 

your Netcleanse server.  



The second area of consideration is your firewall. When the command to release mail is 

sent to the Netcleanse server, your browser is connecting to port 33333 on your 

Netcleanse server. If that is blocked by the firewall, then the command will not get 

through. 

Addendum: If none of these solutions work, please check the date on the archived 

message and compare it to when you have messages purged from the archive. If the 

message is older than that time frame, it has been deleted and can no longer be 

released. 

Go to ñSMTP Settingsò 

ü Enter your Netcleanse Server 
Hostname (ie: 
Netcleanse.domain.com) This 
must be attached to your DNS 
records. 

 

ü Click the    button 
ü Enter the IP of the internal 

email server that mail will flow 
to from your Netcleanse 
Server 

 

ü Click the    button 
 
 
 
 
 
 
 
ü Highlight the IP you just 

entered 
 
 
 

A new field will open called 
ñAccepted Domainsò 

 

ü Click the    button 
 
ü Add the domain(s) that will be 

serviced by this email server. 
 

ü Click the    button 
 
ü (repeat these last 3 steps if 

there is more than one domain 
being serviced by this internal 
email server) 

 
 
ü Repeat the above  6 steps to 

add additional internal email 
servers. 

 



When you have completed your changes to this page, remember to click on   at the bottom 

left of the screen. The changes take place in real time. 

You are now filtering mail.  Next we have to tweak the settings. This will take about 5 more 

minutes. 

 
 
 
 
Go to Configuration Tab | ñSpamò 
 
 
 
 
 
 
Go to SMTP-Level Anti-Spam 
 
 
ü Click the  button at the top of the page. 

 
 
 
 
 
 
 
 
ü Click ñRefuse Connections From 

RBL-Listed IPôsò 
ü Set ñDrop Thresholdò  

 
(Strong: 25, Medium: .50, Some effect: .75) 

If you have a lot of senderôs who may hit Real Time Black Lists, do not use this feature. 
 

 
ü Click ñEnable Greylistingò 
ü Set ñBlock Timeò at 60 seconds 
ü Click ñLimit Greylisting to Known 

Dial-UP IPs (Dynamic IPs) 
 

 
 

 
ü Click ñEnable Anti-Dictionaryò 

 
 
 

ü Click ñSender Records etc.ò 
 
 

Refer to the Web Interface Manual for a detailed explanation of how to utilize these features as 
well as utilizing the Sender Keys and Sender Record  
Whitelist features 
 
 
 



 
 
Go to ñHeuristicsò 
 
 
 
 
 
 
 
 
 
 
Enable Use Optical Character Recognition 
 
 
Go to ñUse Score Averagingò  
ü Check ñUse Score Averagingò 

ü Click the  button 
ü Check ñApply Averaging 

Modifiersò 
 
 
Go to ñSupplementary Rulesetsò 

ü Click the  button 
ü Check ñSARE Rulesetsò 
ü Set ñSARE Ruleset Levelò to 2 
ü Check ñUse SARE Boostò 
ü Set ñSARE Boost Multiplication Factorò 

 
 

(Strong: 3.0 Medium: 2.5, Some effect:1.75) 
 
Go to ñEnable Network Testsò 
ü Check ñEnable Network Testsò 

ü Click the  button 
ü Check ñEnable RBL Testsò 
ü Check ñUse SURBL Boostò 
ü Set ñSURBL Boost Multiplication 
Factorò 
 

(Strong: 3.0 Medium: 2.5, Some effect: 2.0) 
ü Check ñUse RBL Boostò 
ü Set ñRBL Boost Multiplication Factorò 

(Strong: 3.0 Medium: 2.5, Some effect: 2.0) 
 
 

 
 
Go to ñActions for Spam Identified Messagesò  

 
 
 
 
 
 
 

ü Enable ñAttach Spam Result Fileò  
This file will be attached to all messages 



identified as spam and will show all scoring results and affected rules. 
 
ü Enable ñRewrite Message Subjectò  

The subject line of SPAM identified messages 
will be written to include the original subject as well as the score and ID threshold. 
 

ü Ensure that ñBlock Spam Messagesò is not enabled  
 

 
Go to ñAdvanced Textual Classifierò 
ü Click ñEnableò 

ü Click the  button 
ü Click ñUnattended Classifier 
Teachingò 

ü Click ñEnable Injectionò 
 

 
 
 
Go to ñWhite & Black Listsò 

 
 

ü Enter any White or Black list ñfrom sendersò  
entries you have 
 
 
 
 
 
 
 
 

ü Enter any White List ñto recipientò entries  
you have 

 
 
 

ü Click  at the bottom of the page 
 

 
 

Go To ñAddress List Optionsò 
 

Click:  Address Lists also Check 
Envelope and  
Implied RDNS Check- White List 

 
 

 
 

 
 

When you have completed your changes to this page, remember to click on   at the bottom 

left of the screen. The changes take place in real time 

 
 
 



 
 

If you will be filtering OUTBOUND mail through your Netcleanse Server: 
 
Go to ñAdvanced Textual Classifierò 
ü Click ñEnable Injectionò 

ü Click the  button 
ü Check ñOnly Accept Trustedò 
ü Create a ñSpam and Ham 
Addressò 

ü Click  at the bottom of the 
page 

 

ü Click  at the bottom of the 
page 

 
Refer to the Web Interface Manual for detailed instructions and explanations regarding the use 
of the Injection feature. 
 
 

 
 
 
 
Go to Configuration Tab | 
ñFiltersò if you will be utilizing 
attachment blocking or content 
filtering 

 
 

Click  on the bottom of the page to save any changes you make. 
 
 
 
 

 
 
Go to Configuration Tab | 
ñSignaturesò if you will be applying 
inbound and/or outbound html/text 
signatures to mail passing through 
the Netcleanse Server. 

 
 
 
 

 

Click  on the bottom of the page to save any changes you make. 
 
 
 
 
 
 
 
 
 



 
 
 
 
 

 
Go to Configuration Tab |    
ñArchive Reportsò 

 
 
 
 
 
 
 
 
Go to ñArchive Reportsò  

ü Click the  button 
 
 
 
 
 
 
 
 
 
 
ü You can modify the appearance of the Archive Report, using the HTML templates 

provided by clicking the  button in the area of the report you wish to modify. 

Preview your changes in real time by clicking the  button at the bottom left of 
the page. 

 
 
Go to ñGeneration Scheduleò to set the frequency you will eventually deliver Archive Reports 
to your end-users.   

 
Be very sensitive about the number of times you initially send this report.  Many users will see 
the Archive Report as spam if it is delivered too many times in a work day.   
 
We recommend initial delivery times of either a) 6:00 a.m., b) 8:00 a.m., 11:00 a.m. and 16:00 
p.m. or c) 8:00 a.m. and 16:00 p.m. 
The timing in c) is entered as 8,16 (no spaces) 
 
 
Go to ñArchive Managementò 
ü Check ñEnable Archive Purgingò 

ü Click the  button 
ü Set the purge frequency.  Use 

caution if you plan to hold archived 
messages for an extended period of time beyond 7 days. Messages are archived in their 
entirety, including attachments, and could fill your hard drive.   

 
 
 
 
 
 



 
 
                                                                     
 
                                                                       
                                                                      
                                                               Go to Configuration Tab | ñSMTPò 
 
 
 
 
 
 
 
 
 
Go to ñConnectionò 
ü Enable ñDelay Connection 

Responseò 
Set Connection Delay to 1, 2 or 

3 Seconds 
ü Check ñValidate Recipients (via 

SMTP) 
ü Enable ñCache Recipient 
Validationsò 

 
ü Enable: 

 RDNS Verify HELO Domain 
Also Check MX Servers 
Allow CIDR/16 IP Matches 
Allow CIDR/24 IP Matches 

 
 
 

 
Go to ñUndeliverablesò  
ü Set the Undeliverable age  

ü Click the  button 
You can modify the bounce message a 
sender will receive when the Netcleanse 
Server bounces a message.  By customizing this message you will know if Netcleanse has 
bounced a message by indentifying the message the sender has received. 
 
 

When you have completed your changes to this page, remember to click on   at the bottom 

left of the screen. The changes take place in real time. 

                                                                     
 
 
 
 
 
 
 
 
                               
 


